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iIPhone users targeted in hybrid cybercrime — theft & unauthorized access

The National Cybercrime Threat Analytics Unit (NCTAU) of 14C has

identified a sophisticated phishing campaign targeting Apple iPhone <;8 e
users whose devices have been lost or stolen and are in the possession 59%;‘:5

of perpetrators. The perpetrators impersonate Apple Support and

exploit victims’ urgency to locate or secure their missing devices through S f:;‘{?;,,’f,iw Pro Hs
fraudulent SMS messages containing phishing links. These messages g‘e‘?empgs°itsl‘:hw0hl
closely resemble legitimate “Find My iPhone” or Apple Support Apple Support.

notifications and redirect users to counterfeit Apple login pages

designed to steal Apple ID credentials and One-Time Passwords (OTP). o Phone 17 o Ersed Al

Media, Content And Settings.
Last location: https:/ficloud.com-

Once compromised, attackers gain unauthorized access to victims’ in.support/ers

accounts and remove the linked Apple ID from the stolen device. hee epat

[] LOST OR STOLEN IPHONE £, PERPETRATOR

Modus Operandi

e Selection of Targets: Perpetrators specifically target individuals whose Apple iPhones have
recently been lost or stolen and also having physical possession of the lost or stolen devices.

e Phishing SMS Delivery: Victims receive fraudulent SMS message impersonating Apple Support
or the “Find My Device” service from majorly numeric SMS header. These messages contain
phishing links and typically claim that the lost device has been temporarily switched off or that
urgent action is required to erase contacts, media, and other data.

e Fake Apple Support Portal: When victims click the phishing link, they are redirected to a
fraudulent website designed to closely resemble the official Apple Support or iCloud login page.
The phishing domains often use deceptive naming conventions to appear legitimate.

e Credential and OTP Harvesting: Users are prompted to enter their Apple ID credentials,
followed by the One-Time Password (OTP) or two-factor authentication code sent by Apple.

e Account & Device Takeover: Once the credentials and OTP are obtained, perpetrators gain
unauthorized access to the victim’s iCloud account, remove the Apple ID linked from the stolen
device, disable “Find My iPhone,” bypass security features, and resell or reuse the device without

restrictions.
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o TARGET SELECTION

* Perpetrators target
individuals whose Apple
iPhones have recently
been lost or stolen.

* The attackers are often in
possession of the
stolen devices.
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* Victims receive an SMS
impersonating Apple
Support or Find My
Device with a link.

* The message claims the
device has been located
or urgent action is
required.

PHISHING SMS
DELIVERY

FAKE APPLE
SUPPORT PORTAL
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Apple Support:
Your iPhone has
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Apple Support

been located.
Secure your
device now.
https://icloud-

secure.info

Sign in to continue

Apple ID

e The link opens a
fraudulent website that
mimics the official Apple
login page.

o The site mimics the
legitimate Apple or
iCloud login page to
appear genuine.

Sign in with your

Apple ID

* Victim enters Apple ID
and password on the
fake website.

¢ The phishing site then
requests the OTP / 2FA
code sent by Apple.
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* The website prompts
for the OTP / verification
code sent by Apple.

REMOVE DEVICE
FROM ACCOUNT

iPhone
This Device

Remove from Account

¢ Attackers remove the
stolen iPhone from the
victim’s Apple ID.

DISABLE FIND MY IPHONE
& ACTIVATION LOCK

= @ FindMyiPhone (_JI)  ==p

¢ “Find My iPhone" is disabled
and Activation Lock is bypassed.

Recommended Precautions

DEVICE
MONETIZATION
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¢ The stolen device can now
be resold or reused without
restrictions.
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ACCOUNT
TAKEOVER

¢ Attackers now have the
credentials and OTP,
gaining access to the
victim's Apple account.

¢ They immediately gain
full control of the account.
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Loss of Apple account control

Inability to track, lock or
erase the device

Financial loss

Personal data at risk

messages & carefully check the URL before entering credentials.

active.

Request for blocking lost/stolen mobile at CEIR Portal - Link

Avoid clicking links received via SMS (especially from international SMS Headers) or unsolicited

Do not enter OTPs on unverified websites neither disclose OTPs to anyone.

Use apple official “Find Devices” service page - htips://www.icloud.com/find

with latest security patches.

Do not remove devices from your Apple ID without verification & ensure “Find My iPhone” remains

Always activate Two-Factor Authentication (2FA), use strong passwords & keep devices updated

Report phishing attempts immediately to https://cybercrime.gov.in/ or call 1930.

“Your awareness & caution are the strongest defense against phishing attacks.”

Indian Cybercrime Coordination Centre

National Cybercrime Threat Analytics Unit



https://www.ceir.gov.in/Request/CeirUserBlockRequestDirect.jsp
https://www.icloud.com/find
https://cybercrime.gov.in/
https://i4c.mha.gov.in/
https://i4c.mha.gov.in/tau.aspx

